Your Technology Framework: Off the Shelf or on Life Support? 
By Lauren Kirby, TurnAround, LLC
You don’t have to venture very far to find several excellent IT systems development lifecycle frameworks.  CoBiT and ITIL have become strongholds over the last few years. Both are spurring organizational redesign from the ranks of IT strategy teams to the board room.  CoBiT is well-known for a high rate of adoption because of its emphasis on ease of use, process definition, internal control procedures and lifecycle wisdom. ITIL has also taken the world by storm.
With proven technology frameworks readily available, it seems like a no-brainer to bring one in and wrap your operation around it.  A good framework should last for years to come.  It’s not like your kid’s Nintendo that has to be swapped out every two years!  But because a framework is a long-term institutional commitment, it’s critical that you do your homework. 
As I move in and out of my clients’ operations, I’m continually amazed at how many create their own versions of technology governance instead of using an industry IT framework.  I shake my head in wonder at others who maintain the status quo with nothing formal in place. 
Let’s look at organizational size or classification as factors that may lead to these decisions.

· Government or State-level agencies are much more prone to adopt a standard technology framework if elected officials are current on technology trends, initiate a technology committee, have adequate technology funding and desire to model more traditional corporate behaviors.

· Larger companies with more sophisticated IT departments usually have some form of standards in place. These are more likely to have an industry framework, especially if they’ve made technology governance a priority and adequately funded their initiatives.  However, these companies are often inconsistent in using their technology frameworks effectively or fully institutionalizing the framework.
· Medium-size companies may have recently come from a small-business mindset and have grown to medium size through just a few significant deals. With this, they have much to lose at a critical point of their development if they don’t have a framework.  But an industry-standard technology framework, ready to introduce and implement, often takes a low priority next to corporate growing pains.
· Small businesses generally do not have a technology strategy, disaster recovery strategy or business continuity strategy let alone a framework. One major system outage or project failure for a key client could put a small business out of business.  

· Non profits (specifically small- to mid-sized) do not generally have technology frameworks.  Traditionally underfunded and understaffed, they may not even have solid or consistent IT support.  Non-profits rarely adopt a technology framework on their own. It usually takes the influence of an IT-savvy board member or employee who knows the value a framework can bring. Non-profits face high risks for IT failure, data failure, and much higher recovery costs from both.  They face a classic “Catch 22” - they tend to be more reactive than proactive because they simply don’t have the funding — yet, they can’t afford the costs of failure from NOT being proactive!

In all of these organizations, the impact of a technology failure can be costly, customer-facing and publicly humiliating.  Asked why they don’t use a technology framework, many report that they simply haven’t taken the time to explore it, are afraid of the cost, or lack a champion in the organization to spearhead the effort. Without doing much homework on the actual cost and effort to deploy a framework, many shy away.  They do so because they feel it represents a huge unknown and they lack the expertise to make this level of corporate commitment.  They roll the dice every day and hope for the best.
I wonder how many actually enjoy the entrepreneurial and creative spirit that goes into creating their own framework and seeing it deployed.  Quite an accomplishment and feather in the cap, I’d say!  
But at what cost?  How many wasted tens of thousands or millions of dollars as they implemented each individual system or application without a corporate strategy, plan or goal for integration.  We’ve all heard stories of multiple source systems, duplicate data elements, multiple points of failure, etc. A standard technology framework would have eliminated many of these common issues.
Small- to mid-size companies often follow their IT vendor’s framework for implementing the vendor’s own technology.  These tend to serve the vendor more so than the customer. Spurred by significant financial gain (planning, implementation, training and other consulting fees) and a client-side leader who may not be familiar or engaged in the effort, the matter can be further complicated.
Again, at what cost?  How easy is it for a vendor to spend the entire budget allocated, get paid, and then move on?  If the project manager or executive isn’t engaged and hasn’t set the needed standards or monitoring processes in place, the vendor is the only winner. The company loses and has the potential be left with a real nightmare on their hands. 

Many of our clients thought they didn’t need a technology framework or could do a better or more complete job of managing their IT investments and resources on a project-by-project or purchase-by-purchase basis.  As soon as we begin our work, we can easily identify the process breakdowns, lack of consistency, wasted resources and unnecessary rework that followed. 
In these companies, we sense an over-arching feeling that the company is being held hostage by its IT vendor.  Our recommendation to fill this gap is always to identify the top frameworks available in the industry (as a whole or for a specific industry), research the cost to implement, research who should get certified and the cost, and see if the framework will be a good fit for the firm.  Even with some customization, a generic framework that requires some tailoring is better than no framework at all. And the IT vendor can be a partner rather than leading the charge.
If you don’t have a corporate IT lifecycle framework, I encourage you to consider making the investment and standardizing your processes around it.  The framework is your stake in the ground, with all the necessary components already built in. 
If you don’t have a standard framework, consider:
1. Why recreate the wheel?  We buy technology off-the-shelf in the form of COTS products.  We use generally accepted accounting standards and recognized best practices for core business processes.  The same logic behind these decisions, tells us that it makes perfect sense to deploy a framework that has been vetted, has a following, and has training and documentation readily available in the market place.
2. The cost to bring in a framework and certify key people in its use are substantially less cost than the rework, errors, lost productivity and customer exposure if you build it yourself and encounter a significant problem. Consider the cost of losing a great customer (or donor) or many great customers because their technology needs aren’t being met. Weigh this against the cost and effort to identify a suitable standard framework and fund the necessary certifications to implement the framework for your company.  Would you rather invest before the bleeding starts, or react later, when it has turned into a hemorrhage?

3. A standard framework can ease the shock when your best technologist leaves.  With a standard framework in place, you’re in much better shape if a key person leaves the organization.  Yes, you’ll want to make sure everyone’s positions, policies, procedures and processes are documented to complement (wrap around) the framework. You’ll have a much better transition with the framework in place and many other people understanding it. Think of the framework as the Christmas tree providing the bones and the structure and the meat on the bones is the day-to-day documentation and standards (the tinsel and ornaments). If a key person has to have their appendix out in the middle of the night, retires or resigns, it’s much easier for another technologist to step in to take over if the full tool kit and documentation is present.
4. If you’re not using an adopted framework, how do you know you’ve captured all the correct quality, efficiency and cost controls? Auditors love frameworks because they know that frameworks are designed to capture and deploy a wide variety of preventive, detective and corrective controls. With controls baked into the framework, it leaves less to chance that the user will miss them. If you consider a framework for no other reason, consider bringing one in simply because so much of the controls design work is already done for you.  A standard framework can improve the quality and reduce the cost of audits by simplifying much of the preliminary discovery that auditors need to perform.  This is especially true when the product development lifecycle uses the framework’s tools, templates and documents.
And if you HAVE adopted a framework, don’t try to “fix” it!  The framework is like an engine with all the parts working in concert to achieve a desired outcome.  If you adopted an industry framework, please don’t pick it apart and cherry pick what you like or don’t like about it. This only degrades its overall potential value.

Yes, you need to deliver the product faster, but short-cutting quality control testing or performing usability testing as part of user acceptance testing won’t do you much good—you’ll still have issues to correct later.  
I recall seeing a video of an oil company CEO talking about how much money his company had saved by cutting out the “useless overhead” in project and quality management while building the world’s largest offshore oil drilling platform. As he boasted of his achievement, behind him, a live broadcast of the platform’s launch showed the giant rig promptly sinking to the bottom of the ocean.

Take to heart the quote, “The bitterness of poor quality remains long after the sweetness of meeting the schedule has been forgotten.”  You risk degrading the quality – even the viability – of the final product.  You risk increasing the cost due to rework and bugs and affecting the overall experience of each employee who believes in the framework and wants to respect it. 
There’s nothing worse than a group of employees who are standing around fretting about a significant development or deployment issue who know that the leadership encouraged a short-cut that blew up in everybody’s face. Plan for your projects by keeping the integrity of the framework in place and you’ll be a better leader, product manager and employee. Make sure you understand the impacts of cutting a little here and a little there and the risk you will be assuming. Strip the framework down, and look out!  There’s surely going to be a price to pay.
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