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Documentation is Key in Pandemic Planning
FAIRFAX, VA -- According to TurnAround, LLC, a Northern Virginia-based business process quality and efficiency consulting practice, producing a plan for the pandemic is a good start, but it’s the high-quality documentation that will save your bacon when disaster strikes. With over 40% of everyone you rely on for the success of your day-to-day workflow out of the office during the much-anticipated pandemic, flat on their backs, fighting fever, and connected to IV drips, TurnAround says don’t stop at just a plan. A plan simply won’t be enough.  
“We’ve all seen plans. They’re strategic and high-level”  said TurnAround President, Lauren Kirby. “They communicate in broad terms about a wide variety of scenarios that are likely to unfold. Plans are usually conceptual and, unless tested thoroughly, with lessons learned at sufficient level of detail, the plan is just that. A plan that meets the weight requirement for all large documents is destined to sit on a shelf until it is retrieved by an anxious manager faced with an unfolding disaster. I can just picture that same manager pulling the plan off the shelf, blowing off the dust, and handing it over to staff as marching orders. Worse yet, in a pandemic scenario, it’s likely to be that same manager who begins to feel ill and all of the key process controls knowledge goes home with him.” 
“The key to proactively protecting your organization in any disaster is first to have a plan that sets the direction, goals and objectives, and second, to have solid, up-to-date process and procedural documentation at a meaningful level of detail so someone unfamiliar with your operation can pick up the document and perform the tasks,” Lauren says. “You can’t assume that the same people who work day in and day out will be performing their same tasks during a disaster. They may be affected as well, and unable to participate or go with you to your disaster site.”
“Can you implement a plan? Sure, give it your best shot. But the devil is in the details. There’s so much more to documentation than just writing down what happens in the business every day. There’s a huge delta between a plan (which is more strategic) and a procedure (which is tactical). Will the plan describe the key strokes necessary to perform a complex procedure? Will it walk you through screen views and workflows? Does the plan provide sample reports? Does the plan provide a process flow diagram? Does the plan state which controls must be in place to ensure quality and compliance with policy, regulations and laws?
To make documentation really work for you, TurnAround suggests that the processes be understood and documented for both the primary site of business as well as the back-up, disaster or hot site. “You have to account for the process flows at both locations because you don’t know if you’ll be able to perform in your familiar surroundings or if you’ll be deployed to another site. When you move to another, unfamiliar location, all bets are off and small changes in the routines can destroy your operations.” Begin with the process flows so business intelligence and controls can come through and be documented. “When a person is performing a task, they inherently know where their work comes from, how to process it and how to produce an output that is high quality and ready for the next person in the chain, but this isn’t what tends to be documented. Additionally, the true business intelligence that 99% of writers usually miss is the scenarios that are presented to the worker in the course of their day and they know what the controls are. If 80% of the time, the process is repeating, writers must also capture the other 20% of the time that a different scenario is presented. It’s this if/then thinking and decision-making that the worker adds to the process in the course of their work where they add the most value. These situations must be documented to depict reality. Additionally,” she said, “very few writers document the controls that must be present in the process to make it successful. In a disaster, is it right to throw all the controls out the window? Aren’t there some that still should be in place? Controls are the steps in a process that ensure quality, accuracy, timeliness or compliance to policies and standards. Controls are preventive (e.g., prevent errors and issues from occurring in the process), detective (perform as an early warning system to highlight when an error has occurred) or corrective (repair the issue and mitigate the risk). Think of controls as action verbs such as: review, sign, approve, authorize, release, communicate, report, etc. A process may have a hundred activities, but maybe only a few are controls. And, key controls, the ones that must be present in the process are critical to an operation. Can you imagine writing a document and directly releasing it to a broad customer base? This is a risk that can be managed by having someone review the document, edit it, give analytical feedback or have a manager review and authorize its release. Controls are so important, but they are missed in most documentation and procedural steps. And, in a disaster situation, you may be able to continue your operations by focusing primarily on the controls and letting some of the other procedures relax. If you relax or dismiss the controls in lieu of other non-essential procedures, you can imagine the level of error and risk you’ve inadvertently introduced.”
Without solid procedures and controls, you’re asking staff to take a huge leap of faith that the author of the plan considered their situation when they wrote the document and thought of them churning through screens and forms trying to figure out what goes where and who does what to whom and when. TurnAround stresses that if you are working on your disaster plan for routine business continuity or in preparation for a pandemic, consider taking your plan to the next level. “Do yourself a huge favor,” she says, “add the corresponding process flows, procedures, and control procedures and steps that complete the true picture. It does no good to perform a function for days during a disaster only to realize that a huge mess has been created that must be addressed. Think of your customers who will be watching as you navigate through the disaster, keep the business moving and making every effort to ensure that their products, services and invoices are being delivered as systematically as possible. They’ll be forgiving if there are issues, yes, but who’s going to resolve all these problems, recover data, process new business coming in and maintain the production pipeline? Wouldn’t it be easier for everyone if there was no backlog of issues, no waiting list of customer complaints, and the processes could keep churning without interruption?”
With the plan and its corresponding processes, procedures and controls documented and a full set of coordinated exhibits (forms, screen shots and other job aids), TurnAround proposes that you can, in fact, sit down at someone else’s desk and perform their activities,” she says. “And, when the majority of your staff is out of commission during the pandemic, you may find yourself looking for someone—anyone—who is well enough to come to your office, sit down in your staff’s chair and perform critical functions in support of the operation. Temp agencies will likely receive millions of calls from anxious managers seeking replacement resources. When you find that well person who can help you during this very difficult time, wouldn’t is be great just to hand them a guidebook that is a realistic depiction of your business workflows with the embedded procedures and controls?”
TurnAround, LLC (www.turnaroundllc.com) plays a key role in the systems development lifecycle, trains management to leverage their systems and resources, and helps firms understand, assess and document processes, procedures and controls.
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